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Cyber Security Release Manager
(Senior Software Engineer)

Location: Riverdale, MD (Remote)

Sure Secure Solutions is an award-winning SBA-certified woman-owned small business company. We work
with the US federal government as well as with commercial customers. As a small business, we are recognized
as industry leaders by our federal clients in providing talented and driven teams to multiple clientele across
the US, including in Washington DC, Virginia, Maryland and California. Our core expertise lies in Cybersecurity,
Cloud Architecture & Security, Cloud Chargeback/Allocation Models, Data Analytics, Portfolio Management,
DevSecOps, Agile as well as Web Development.

Job Summary:

Sure Secure Solutions is looking for a Senior Software Engineer (Cyber Security Release Manager) to
coordinate cyber security compliance, remediation, incident response, communications, and development
activities across the client's program, related enterprise services, and application development teams. In
scope are enterprise service applications and supporting infrastructure in both cloud-hosted and on-premises
data-center environments.

Roles and Responsibilities:

e Coordinating cyber security activities, development, and compliance across the client's development
and sustainment teams

e Drive, influence, and coordinate a secure approach to the development of solutions across the client's
enterprise services

e Establishing, refining, and evolving sustainable cyber security processes

e Translating cyber security policy into actionable development objectives

e Establishing and monitoring key performance indicators for cyber security posture across the client's
enterprise services

e Maintain inventory of enterprise system software, licenses, patch levels, and remediation timeline
requirements

e Lead cyber security incident response efforts across the client's development and sustainment team
including coordination, communications, and continuous improvement analysis

e Promote cyber security best practices to the client's development and sustainment teams through
direct coaching, training, and outreach

e Support technical, value, and feasibility analysis of new cyber security tools and services

Required Education and Experience:

e Implementation of risk assessment techniques, control remediation, and security best practices

e Understanding of how security impacts the development pipeline with familiarity of DevSecOps and
SAFe/Agile processes

e Strong project management, interpersonal, communication, collaboration, and organizational skills

e Demonstrated ability to document and advise on cyber security policy, principles, processes,
architectures, and controls
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e Relevant professional designation or related advanced IT certification, but not limited to the
following: CISSP, CCSP, CSSLP, SSCP

AWS Certified Security Specialty

PMP, Scaled Agile PO/SM Certification

Previous experience as ISSO/ISSE for large-scale enterprise service

Current experience with cloud security policy implementation and management of audits

Experience in the response, mitigation, and/or reporting of cyber threats

Bachelor’s degree in Computer Science, Information Systems, Cyber Security, Engineering, or a related
discipline with at least 3+ years of experience in a management role related IT Security or 6+ years of
experience in a technical / engineering role related to IT Security

Sure Secure Solutions is an Equal Opportunity/Affirmative Action Employer, including Vets and Disabled.
Employment contingent upon successful completion of a background investigation.

At Sure Secure Solutions we have an enjoyable working environment, offering competitive benefit packages
and surrounded with professionals who have the subject matter expertise to develop innovative, cutting-edge
business solutions in an ever-evolving technology landscape. The benefits include Dental Insurance, Vision
Insurance, Life insurance, Long and short-term disability, Paid time off, 401(k) Retirement plan. More specific
information on benefits eligibility will be provided as part of the interview process.

This is a full-time 100% Remote Role. A U.S. citizenship is required. All candidates must be able to pass a
National Agency Clearance with Inquiries.



